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Remote Access Points and VPN Tunnel Components

A Remote Access Point (RAP) is an AP with a management tunnel to a remote OmniVista
Enterprise (OVE) Server, regardless of whether a Data Virtual Private Network (VPN) is enabled
or not. An OmniVista Cirrus (OVC) Managed AP is technically not considered a RAP since there
are no Management VPN Server details to be configured. An OVC managed AP already uses a
OpenVPN connection for Management communications with a VPN Server in the OVC Cloud
infrastructure. However, it is possible that an OVC Managed AP might need a Data VPN Tunnel
to a VPN Server in the Enterprise.

Components of the solution include:

e Stellar APs

e OVE/OVC

o RAP VPN Server for Data VPN and/or Management VPN
o Gateways and routers at customer network.

VPN for Management and Data (OVE Managed APs)

Typically, a local AP in the Enterprise learns its OV IP address via DHCP option 138. A local AP
in the Enterprise is managed by OV in the Enterprise directly. An AP at a remote site cannot be
managed by OV in the enterprise as it will not be reachable directly. The connection and
communication needs to happen via a VPN tunnel. An out-of-the-box AP that is not supplied
with DHCP option 138 will first register with the OVC Activation Server allowing it to be
configured as a RAP.

If the RAP is OVE managed:

1. The first connection, out-of-the-box, is to the OVC Device Registration Server. It retrieves the
setup parameters for RAP including the OVE IP to which it will connect.

2. The keys and parameters are exported to the RAP VPN Server at corporate HQ.

3. The RAP then establishes a Wireguard VPN tunnel over which it connects to be managed by
OVE.

4. Optionally, a Data VPN tunnel can be setup in OVE between the RAP and the VPN server.
The tunnel keys and parameters can be exported to the VPN server at corporate HQ.

5. Once the Data VPN tunnel is established it can be used to tunnel the required end user
services to corporate HQ.

Key points when RAP is managed by OVE:

e The OVC Device Catalog provides options to register the AP as a RAP. This is required
to setup the Management VPN to the RAP Virtual Appliance (VA) appliance located in
corporate HQ. The administrator should register the AP as a RAP, which allows for pre-
provisioning the RAP VPN VA public IP/OVE on-premise IP/Security Keys etc.

e Data VPN configuration is done from OVE on the managed AP. This is required to setup
the Data VPN tunnel to the RAP VA appliance located in corporate HQ.

e WLAN Service configuration is done from OVE that is managing the RAP.
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VPN for Data Only (OVC Managed APs)

An OVC managed AP can be configured for an encrypted Data VPN Tunnel to a remote VPN
Server. The AP needs to be setup with the Wireguard VPN Server endpoint details allowing the
AP to tunnel data traffic to the VPN server at corporate HQ.

If RAP is to be managed by OVC.

1. The first connection out-of-the-box for the AP is to the OVC Device Registration Server to
confirm it is an OVC registered AP.

2. The AP establishes and OpenVPN connection to be managed by OVC.

3. A Data VPN tunnel from the RAP is setup on the OVC, and the tunnel keys and parameters
can be exported to the VPN server at corporate HQ.

4. Once the Data VPN tunnel is established, it can be used to tunnel the required end user
services to corporate HQ.

Key points when a RAP is managed by OVC:

e The administrator registers the AP in the OVC Device Catalog as a standard OVC
managed AP. No Management VPN is required as the AP is managed by OVC.

e Data VPN configuration is done from OVC on the managed AP. This is required to setup
the Data VPN tunnel to the RAP VA appliance located in corporate HQ.

e WLAN Service configuration is done from OVC that is managing the AP.

Prerequisites

e ESXi versions 6.0, 6.5, 6.7, and 7.0 are supported (ESXi 5.5 is not supported).
e Hyper-V 2016 and 2019

o Supported Stellar RAP version is AWOS 4.0.1.44 and higher.

¢ OmniVista 2500 version 4.5R1 and 4.5R2 are supported.

Network Topology

Within this document we will use the following network topology:
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Remote Access Points and VPN Tunnel Configuration

You can configure an offsite, RAP that can be managed by your local OVE installation through a
VPN Tunnel. Remote APs are added to the Device Catalog using a “Freemium version of
OmniVista Cirrus, the cloud-based version of OmniVista. You then must install a VPN Tunnel
Server Virtual Appliance (VPN VA) (see the OmniVista Enterprise 4.5R2 Installation and
Upgrade Guide for installation instructions).

When the AP(s) is connected to the network, it automatically contacts the OmniVista Cirrus

Activation Server, which downloads the necessary IP and VPN configurations and the AP is
added to the List of Managed Devices and manageable by your local OVE installation. The

following sections detail the steps required to deploy RAPs:

1. Creating an OmniVista Cirrus Freemium Account
2. Adding Remote APs to the Device Catalog
3. Deploying/Configuring the VPN Tunnel Server

Note: The Remote AP feature is supported on Stellar APs running AWOS 4.0.0.40 and
higher. For the latest features, AWOS 4.0.1.44 and higher is required.

Note: Tagged and untagged traffic can be tunneled through VPN tunnels.

Creating an OmniVista Cirrus Freemium Account

OmniVista Cirrus offers a “Freemium” account which is used to add Remote APs. Follow the
steps below to create an OmniVista Cirrus “Freemium” Account.

1. Go to the OV Registration Portal.

— o
'[’@ T . ° N
“ e 0 P AT LT LI
Alcatel-Lucent @

Enterpeiie
OmniVista Cirrus
i) Pubih Dol 0 SR
© Copyrght Alcatel-Lucent Erderprise USA, Inc . 1557
© Copryegt ALE LIS e, 2014, 2018
Bt wiraind o Indrrot Englonar 114, Chrorm B+, Firslox 6. Tha minimus necommandid nesclution i 1265068

2. Click on the Create a New Account button. The Create New Account Screen will appear.

3. Complete the fields. Fields marked with an asterisk (*) are required. At the bottom of each
screen, click Continue to move to the next screen. Note that the username you enter will be
used to log into OmniVista Cirrus once your account is created. Also note that the e-mail
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address you enter will be used to verify your account and complete the process. When you have
completed and reviewed all of the fields, accept the terms and conditions and click on the
Create Account button. A Confirmation Screen will appear.

Alcatel-Lucent @

Enterpeise

OmniVista Cirrus

& Your account was created successully!

Check your email - we have Sent you 3 verification email with the next step
[dont forget to check your email's Spam folder if it has one).

4. Go to the e-mail account you entered in Step 3 above. You will receive an e-mail from ALE
USA Inc (noreply@ovcirrus.com) containing instructions and a verification link. Click on the Go
to Verify Account link. The Set Password Screen will appear.

Important Note: There is a link in the body of the email to download the required device
OS software for OmniVista Cirrus. APs must be running a minimum software version of
AWOS 4.0.0.44. Click on the link to download the software. If necessary, you can use
this software to upgrade your devices.

5. Create and confirm your password, then click on the Save button. The Confirmation Screen
below will appear.

You have successiully set your password. You can now login with your new passwond

6. Click on the Continue to Login Page link and log into OmniVista Cirrus using the username
and password you created. After successful login, the OmniVista Cirrus Freemium Dashboard
will appear.
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Note: You will continue to log into https://registration.ovcirrus.com using the username
and password you created to access your OmniVista Cirrus Freemium Account.

Adding Remote APs to the Device Catalog

Remote APs are added using the Device Catalog application. You can add APs one-at-a-time or
import multiple APs at once using a .csv file.

Adding Remote APs Manually

1. Select Network - Inventory - Device Catalog to bring up the Device Catalog application.
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= [ 3 Suppodt Cenber i Videas B About i Logout

Alcatel-Lucent @
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L e
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o Athbred Filter
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Managed Inventony

Showing Page 1001

2. Click on the Add icon (+) in the upper-right corner of the screen to bring up the Add a Device
Screen.

Add a Device

() indicates a required field

*Serial Number ex: 55717000000
Device Type LAN Device -
Desired Software Version Do Not Upgrade -

Cancel

3. Enter the AP Serial Number, in the Device Type drop-down select Stellar AP, then enable
the Is this a Remote AP Field to open the Remote AP configuration fields (shown below).
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4. Complete the fields as described below, then click on the Save VPN Settings and Create
Device button to add the AP to the Device Catalog.

¢ MAC Address - The MAC address of the AP.
e Is This a Remote AP - Click the slider to "Yes".

¢ VPN Settings - The VPN Tunnel configuration between the VPN Server and the
OmniVista Enterprise Server. Select the Create New VPN Settings radio button to
initially configure a Tunnel. Once you configure and save Tunnel Settings, they are
saved under the VPN Settings Name and you can simply select Choose Existing VPN
Settings to select an existing VPN configuration when adding Remote APs.

e VPN Settings Name - User-configured name for the VPN configuration.

e Server's Public IP - The VPN Server's Public IP address (configured on one of the
interfaces when you installed the VPN VA). This is the IP address used by Remote
APs to connect to the VPN Server. And this is the interface through which traffic
originating from inside the Enterprise Network flows to the Remote site.

e Port - The VPN Public IP Server Port.

e Server's VPN IP - The VPN Server's Private IP address within the virtual network
(must be in the same network as the client pool). This is the tunnel interface through
which traffic originating from the Remote AP flows to reach a destination inside the
Enterprise Network.
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¢ OmniVista Enterprise Server IP - The IP address of the OmniVista Enterprise Server
that will manage the devices.

¢ Client VPN IP Address Pool - The range of addresses available to assign to
Remote APs.

= [P Range - Enter a starting and ending IP address range.
= Shorthand Mask - Enter a shorthand mask for the IP Range
= Subnet Mask - Enter the subnet mask for the Client VPN IP Address Pool.

Importing Multiple Remote APs

You can add multiple Remote APs at once by importing a .csv file containing the APs and any
relevant information.

1. Select Network - Inventory - Device Catalog to bring up the Device Catalog application.

& freesan

& Home = » Suppodt Denber - B Wideos @B AboWl & Logoul

A GET PAID ACCOUMT

Lisasn e

Alcatel-Lucent @

Entenprie NETWORK=  (ORFCLEATION =  LNEIDALCESS = SECURITY = ADMINISTRATION =

INVENTORY A Home - Network = Inwentory Dewvice Catabog

E il oevice Catalog oo [ [~ ]+ 1B

Devre
oobing

......

(215 ]
Sevid Numbeér Madel Current Software Vers. Dessired Software Vérs Deévice Stabus Device Category

Snowing Pagt 1041

2. Click on the Import button in the upper-right corner of the screen to bring up the Import
Devices Screen.

Import devices

() indicates a required field

“File Choose File Browse
Cancel
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3. Click on the Browse button to locate the .csv file containing the APs, then click on the Import
button at the bottom of the screen. The APs in the file will be imported into the Device Catalog.

If necessary, click on the Template button to open or download an import template file (shown
below).

devices sample_template-1.csv [Read-Only] - Excel Brewster John
Home Insert Page Layout Formulas Review View Acrobat Q Tell me what you want to do
—] D] [?9 5 Queries & Connections 5 Z | A Clear ~ EF B O [5[E]
55 T . 2l Y El= i B ¢
[& E: = Properties ) Reapply B-f - )
Get Refresh o | Sort Filter Tetto What-If Forecast Qutline
Data - B All~ Edit Links " Yo Advanced | colymns 58 7 @ Analysis~ Sheet M
Get & Transform Data Queries & Connections Sort & Filter Diata Tools Forecast M
H23 = Fe 0
A B = D E F G H =
1 |SerialNumber  MacAddress Siteld GeoLocation RAP VpnSettingName
2 |R3zslozp BANGALORE_Site gps[13.057152::77.59504a]
3 |T4900728 34:e7:0b:00:0e:80 26801 Agoura Rd:: Agoura Hills:: CA 91301:: USA (NOTE - use :: as delim instead of comma}
4 |ABC123456789 CALABASAS Site
5 |DEF123456780  34:e7:0b:00:0e:81 gps[34.170864::-118.605576]
6 |RAP123456789 TRUE vpn-serverl
7 |S5Z123456780
8 -
g -
10 |
11 |
12 |
13 |
14 |
15|
16 |
17 |
18 |
19 |
20 |
21
99- h
| devices_sample_template-1 | @ [ 3
Ready B m - i +  100%

Modify the Template with AP Serial Numbers and any additional information you want to add. If
you want to add VPN Setting information (VpnSettingName), the RAP field must be “TRUE”.
Save the file, and then go to Step 3 to import the file and add the APs to the Device Catalog.

An example of an import file for Remote APs is shown below.
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devices_sample_template_1.csv [Read-Only] - Excel Erewster John

Insert Page Layout Farmulas Data Review View Acrobat Q Tell me what you want to do

"D X% Calibri Jn la sl == o - = General - E[%Conditional Formatting = %“Insert - 2 ’;‘Yv

By N $ - 9% » [FFormatasTable~ ErDelete ~ - O~

PE'StE ~ B I U-|=- - A T EEEEss T M GCEH Styles - iilFormatv -

Clipboard Font [P Alignment i MNumber Styles Cells Editing -

P38 &2 Je 7
A B C D E F G H I J K L W} -

1 |SerialNumber MacAddress Siteld Geolocati RAP VpnSettingName

2 |S87182001258 34:E7:0B:03:C7:70 TRUE LABG

3 |S§7182001259 12:34:56:78:30:09 TRUE LABG6

4 557182001260 12:34:56:78:30:01 TRUE LABG

5 |S57182001261 DC:08:56:2D:4E:F0 TRUE LABG

6 (557182001262 DC:08:56:2D:62:10 TRUE LABG

7 |557182001263 DC:08:56:2D:57:60 TRUE LABG

8 |S57182001264 DC:08:56:0D:C4:90 TRUE LABG

9 |S57182001265 DC:08:56:0D:30:E0 TRUE LABG

10 |S57182001266 DC:08:56:0D:30:E1 TRUE LABG6

11 |S57182001267 DC:08:56:0D:30:E2 TRUE LABG

12 |S57182001268 DC:08:56:00:30:E3 TRUE LABG

13 |S57182001269 DC:08:56:0D:30:E4 TRUE LABG

14 |S57182001270 DC:08:56:00:30:E5 TRUE LABG

15 |55Z182001271 DC:08:56:0D:30:E6 TRUE LABG

16 |557182001272 DC:08:56:0D:30:E7 TRUE LABG

17 |557182001273 DC:08:56:0D:30:E8 TRUE LABG6

18 |S57182001274 DC:08:56:0D:30:E9 TRUE LABG

19 |S57182001275 DC:08:56:20:50:00 TRUE LABG

20 |S57182001276  DC:08:56:2D:50:01 TRUE LABG

21 |S5Z182001277 TRUE LABG

22 |55Z182001278 TRUE LABG -

| devices_sample_template_1 | )] [ 3
L i) m - i + 100%

Deploying/Configuring the VPN Tunnel Server

A Virtual Private Network (VPN) Virtual Appliance (VA) is required for managing Remote Access
APs and securely tunneling data from devices at remote locations. The following sections
details the steps for deploying and configuring a VPN VA.

Recommended VPN VA Configurations
The VPN VA and NIC configurations are based on the number of Remote APs being managed.

e VPN VA Configuration (Based on the number of Remote APs)
e 1-100 APs -4 vCPUs, 2GB RAM

e 100 - 250 APs - 6 vCPUs, 4GB RAM

Note: Higher scale is based on CPU/Memory calculated per RAP. For deployments
with more than 250 RAPs, it is recommended that you deploy a second VPN VA
Server.
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e NICs - 1G vs.10G (Based on expected throughput)

o 10 - 20Mbps expected VPN throughput per RAP, if local breakout is serving all
internet needs.

e 20 - 100Mpbs expected VPN throughput per RAP, if all traffic is tunneled through
VPN.

¢ NIC Teaming

¢ NIC Teaming is supported when deploying the VPN Virtual Appliance. Click here for
details.

Known Limitations
e Remote Access Points do not register in OmniVista when Dual Stack Lite technology is
used for Internet access in a RAP/VPN VA configuration.
Deploying the VPN Virtual Appliance

Deploy the VPN VA on your Hypervisor. The VA can be deployed on VMware or Hyper-V. After
deploying the VA, configure the VA and complete the installation.

Deploying the Virtual Appliance on VMware

1. Download and unzip the OVF package. You will be using the OVF File and both VMDK Files
(disk 1 and disk 2) for the installation. The Zip file also contains an *.mf File. Delete the *.mf
File from the folder before importing the files in Step 5.

2. Log into VMware ESXi.

vmware ESXi root@10.255.222.89 ~ | Help ~ | (eRetEne

“I Navigator [F ovwmhost-4.arch.testind.alcatel.com
B Host

. & . = .
Tarens ) Manage with vCenter Server | 50 Create/Register VM | [Jg Shutdown [B Reboot | (& Refresh | 4§ Actions

— ovvmhost-4.arch.test.ind.alcatel.com GPU FREE: 18.6 GHz

Monitor — i
Version 6.5.0 (Build 4387370} e
¥ 51 Virtual Machines State: Normal (connected to vCenter Server at 10.255.22...
Q Storage Uptime: 43.94 days MEMORY FREE: 18.3‘5.5?

USED: 24 MHz CAPACITY: 18.7 GHz
Q Networking USED: 162 GB CAPACITY: 20 GB
STORAGE FREE: 201.55 GB

USED: 574 MB CAPACITY: 402.5 GB

~ Hardware
Manufacturer HF
Model ProLiant DL380 G5

+ | cru 8 CPUs x Intel(R) Xeon{R) CPU E5410 @ 2.33GHz
0 1emory 20 GB

3 & Virtual flash 0 B used, 0 B capacity

+ €3 Networking

Hostname owmhost-4.arch testind.alcatel.com

[7] Recent tasks

Task ~ | Target ~ Initiator ~ | CQueued ~ | Started ~ | Result ~ | Completed... ~

Download VMXConfig MNone VC Internal 11/05/2020 14... 11/05/2020 14... o Completed successfully 11/05/2020 14...

Power Off VM [3] OmniVista 250... root 11/05/2020 14... 11/05/2020 14... o Completed successfully 11/05/2020 14...
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3. Select the Host on which you want to install the VPN VA and click on Create/Register
VM. The first screen of the New Virtual Machine Wizard appears.

31 New virtual machine - VPN VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5

v (ECTITINES  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements Create a new viriual machine - This option guides you through the process of creating a
5 Deployment options virtual machine from an OVF and VMDK files.
6 Additional settings Deploy avirtual machine from an OVF or OVA file

7 Ready to complete

Register an existing vitual machine

Back Next Finish
4. Select Deploy a virtual machine from an OVF or OVA file and click Next.

= |

31 New virtual machine - VPN VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 License agreements Enter a name for the viriual machine.
5 Deployment options
6 Additional settings
T Ready to complete

| VPN VA 4.5.2 Build 5
Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.

= @ ovnmse-vpn-4.5.2 5. ovi
X __ ovnmse-vpn-4.5.2 5-disk002 vmdk
X __ ovnmse-vpn-4 5.2 5-disk001 vmdk

5. Enter a name for the VM (e.g., VPN VA 4.5.2 Build 5), click to locate and select the
downloaded installation files (or drag the files into the window), then click Next. Remember, do
not include the *.mf File; only the *ovf file and the two *vmkd Files.

id
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1 New virtual machine - VPN VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5

+ 1 Select creation type

+ 2 Select OVF and VMDK files

3 sciccisonge ]
4 License agreements
5 Deployment options
6 Additional settings

7 Ready to complete

Select storage

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Selectthe destination datastore for
the virtual machine configuration files and all of the virtual disks.

Mame ~ | Capacity ~ | Free ~ | Type ~ | Thin pro... ~ | Access  ~

datastore 4025 GB 40155 GB VMFS5 Supported Single i

ov-gnap-datastore-001 716 TB 28978 NFS Supported Single —
2 items

Finish

= |

6. Select the destination storage where the template is to be deployed, then click Next.

1 New virtual machine - VPN VA 4.5.2 Build 5

+ 1 Select creation type
+ 2 Select OVF and VMDK files
+ 3 Select storage

5 Deployment options

& Ready to complete

License agreements

Read and acceptthe license agreements

Terms and Conditions Acceptance: Read the following End User License Agreement (EULA) carefully before insta =
Definitions: As used in this Agreement, the term "Software™ means collectively (i) the software program(s) d
"affiliated Companies™ means any entity controlling, controlled by or under common control, directly or indi
“order of Precedence”: If You received more than one license terms purporting te govern the use of the Mater
parties: This agreement is between (a) the legal entity which has a separate purchase agreement with a Partn
1. License Grant: Subject to all other terms in the agreement, and subject to the payment of the applicable
Additional or different terms and conditions to modify, cepy, or distribute the material may be granted to L
All licenses granted hereunder are contingent upon full payment of fees, if any, specified in the separate a
2. License restrictions: Unless authorized by the applicable law with no possibility te contractually supers

3. Third Party software: Licensee acknowledges that third party software, including without limitation "Free -

« L] 3

Finish

7. Review the License Agreement, click | agree, then click Next.
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31 New virtual machine - VPN VA 4.5.2 Build 5

¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

+ 4 License agreements

v Network mappings Metwork Interface 1 | VM Network v

6 Ready to complete Mull | VM Metwaork M

Disk provisioning @ Thin © Thick

8. In the Network mapping field, select the Destination network that the deployed VM will use.
In the Disk provisioning field, select Thin. Click Next.

= |

31 New virtual machine - VPH VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5 - VPN VA 4.5.2 Build 5

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 License agreements
+ 5 Deployment options

b 6 Ready to complete VM Name VPM VA 4.5.2 Build 5

Product OmniVista VPN Server

Disks ovnmse-vpn-4.5.2 5-disk001.vmdk, ovnmse-vpn-4.5.2 5-disk002 vmdk
Datastore ov-gnap-datastore-001

Provisioning type Thin

Metwork mappings Metwork Interface 1: VI Metwork Mull: VI Metwark

Guest 03 Name RedHat_64

' ' Do not refresh your browser while this VM is being deployed.
[oe

9. Review the configuration and click Finish. You will be returned to the main screen with the
deployment progress displayed in the Recent tasks table.
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vmware ESXi” r00t@10.255.222289 v | Help~ | (ERELEEa]

[“T; Navigator [} ] [ ovwmhost-4.arch.testind.alcatel.com

e (2] Manage with vCenter Server | ¥l Create/Register vM | (I Shutdown [Bg Reboot | (& Refresh | 4F Actions

Monitor ovvmhost-4.arch.test.ind.alcatel.com CPU FREE: 18.8 GHz
Version: 5.5.0 (Build 4887370) o
» 51 Virtual Machines & State: Normal (connected to vCenter Server at 10.235.22. .

USED: 24 MHz CAPACITY. 18.7 GHz

a Storage Uptime: 438.94 days MEMORY FREE: 18.28 GB
8%

€3 Networking USED: 1.62 GB CAPACITY: 20 GB
STORAGE FREE: 401 55 GB
0%

USED: 874 MB CAPACITY: 402.5 GB

~ Hardware

Manufacturer HP
Model ProLiant DL380 G5

v [ cPU & CPUs xIntel(R) Xeon(R) CPU ES410 @ 2.33GHz
Wl 1Memory 20GB

3 E\finualﬁash 0B used, 0 B capacity

- g Metworking

Hostname owmhost-4.arch testind.alcatel.com

Recent tasks

Task Target Initiator  ~ | Queued ~  Started ~ Result ~ Complete..
Reconfig VI 51 VPN VA 452 VC Intemnal | 11/05/2020 1 11/05/2020 1 @ Failed - The operstion... | 110512020 1
Download WVMXConfig MNone VC Intemnal 11/05/2020 1... 11/05/2020 1.. o Completed successfully 11/05/2020 1...
Impart VAR Resources /0520201 | M520201.. [ | | Running..3%
Upload disk - vnmse-vpn-... | (51 VPN VA 453 .. 11052020 1... | 11/05/2020 1.. [ 7771 FRuming.6%

Upload disk - ovnmse-vpn-... |_"_i| VPNVA 452 . 11/05/2020 1... 11/05/2020 1.. o Completed successfully 11/05/2020 1...

Download VMK Config None VC Internal 11/05/2020 1... 11/05/2020 1.. o Completed successfully 11/05/2020 1...

10. When the installation is complete (indicated by all three files showing “Completed
Successfully” in the Result column of the Recent tasks table), click on Virtual Machines in the
Navigator Tree on the left side of the screen to display a list of VMs. Select the VM you just
deployed. Basic details for the VM are displayed, as shown below.
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vmware ESXi” rooi@10.255.222.89 ~ | Help + |

°f% Navigator {5 VPN VA 4.5.2 Build 5

- Host
d W [ Console B8 Monitor m Poweroff if Suspend ) Reset | 4 Edit |  Refresh | 4} Actions
anage

VPN VA 4.5.2 Build §
Guest 05 Cent0S 45 or later (64-bit)
- Ej Virtual Machines Compatibility ESXi 5.5 and later (WM version 10}

VPN VA 4.5.2 Build 5 Mtesre Tooks No MEMORY
CPUs 4 0B

Maonitor

Monitor CPU

0 MHz

Memo
v STORAGE

v (51 OmniVista 2500 NMS-E... 1.99 GB

More VMs...

B storage )
€3 Networking ~ General Information

» €3 Networking No network information

+ BB VMware Tools Mot installed ﬁ Actions

r H Storage 2 disks

[= Notes Alcatel-Lucent Enterprise Omnivista VPN Server # Editnotes

[+ Performance summary last hour

@ Consumed host CPU @ Ready
@ Consumed host memory...

Task ~  Target ~ Initiator ~ Queued Started Result ~ Complete... ~
Download VMXConfig Nene VC Internal 11/06/2020 15... | 11/06/2020 15... o Completed successfully 11/06/2020 15...
Update Child Resource Co... Resources VC Internal 3. o Completed succezsfully 11/05/2020 15...
Download VMXConfig None VC Internal 11/05/2020 15...  11/05/2020 15... 0 Completed successfully 11/05/2020 15...
Update Child Resource Co... Resources VC Internal 11/06/2020 16...  11/06/2020 15... o Completed successfully 11/05/2020 15...

Download VMXConfig None VC Internal 11/05/2020 14... 11/05/2020 14... o Completed succezsfully 11/05/2020 14...

< - . B +
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Important Notes:

On the ESXi VM, configure VLAN 4095 on the NIC dedicated to bridged traffic - the

interface without IP Address managed.

Data Bridge - Edit Settings

Data Brid
Security Network label ata Bridge
Traffic shaping VLANID All (4095)

Teaming and failover

&

On the ESXi VM, enable Promiscuous Mode for the above NIC. If the “Override”
checkbox is enabled, make sure Promiscuous Mode, MAC address changes, and

Forged transmits are set to “Accept”.

Data Bridge - Edit Settings

Properties
B Cverrid
promscdous meds & creree
Traffic shaping MAC address changes Override
Teaming and failover
Forged transmits Override

Accept
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¢ Inherit from vSwitch means this port group uses the same setting as vSwitchO; so, make
sure vSwtichO is set to “Accept” for Promiscuous Mode, MAC address changes, and
Forged transmits. Or you can set Accept directly in the port group setting.

' Edit standard virtual switch - v Switch0

&, Add uplink
MTU 1500
LS (MK ) vmnicO - Up, 1000 mibps v
¢ Link discovery Click 1o expand
v Security
Promiscuous mode & Accept Reject
MAC address changes ® Accapl Raject

Forged transmits ® Acceql Reject
+ MIC teaming Click to expand

¢+ Traffic shaping Click to expand

Save Cancel

Ju

11. Click on the small Console Screen or click on Console at the top of the screen and select
Open Browser Console to open a Console and go to Configuring the VPN Virtual Appliance to
complete the installation.

Deploying the VPN VA with NIC Teaming

1. From ESXi Web GUI, go to Networking and select the Virtual switches tab. Choose the
virtual switch and click on Add Uplink.
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« (51 Virtual Machines
~ (51 ovnmse-vpn-4.5.1.21
Monitor
~ (51 [HA Stability] ovamse-4...
Monitor
More VMs...

£ storage

® Networking

=W vmnic0
W vmnic1
More networks...

2. Select the uplink.

Name

vSwitch0
== vSwitch2
&= vSwitch3

f vSwitch0
| | Tvpe:
[EEEEEEES  pon qQroups:

Uplinks:

w

“I Navigator 1 || €) esxi7T2.tma.com.vn - Networking

= E Host Port groups Virtual switches VMkernel NICs TCPIP stacks Firewall rules
Manage
Monitor = Add standard virtual switch |8 Add uplink |/ Editsettings | C Refresh | 4§ Actions

Port groups
7

0
1

Standard vSwitch

T
1

4 Edit standard virtual switch - vSwitch0

=5 Add uplink

MTU

Uplink 1

Uplink 2

F Link discovery
F Security
¥ MIC teaming

r Traffic shaping

vmnicO

vmnic1

wvmnic1

Click to expand
Click to expand

Click to expand

Save || Cancel

3. Edit the virtual switch and configure the load balancing rule.

19
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/ Edit standard virtual switch - vSwitch0

=8 Add uplink
MTU (1500 =]
Uplink 1 wranied -
Uplink 2 vmnic1 v
» Link discovery Click to expand
b Security Click to expand
* MIC teaming
Load balancing Route based on IP hash v
MNetwork failover detection Link status only .
Notify switches & yes C No
Failback * ves © No
Failover order
Mame Speed Status
. vminicO 1000 Mbps, full duplex  Aclive
= vmnic1 Link down Active
v Traffic shaping Click to expand

Save Cancel

Deploying the Virtual Appliance on Hyper-V

1. Download and unzip the OVF package. You will be using the OVF File and both VMDK Files
(disk 1 and disk 2) for the installation. The Zip file also contains an *.mf File. Delete the *.mf
File from the folder before importing the files in Step 2.

20 Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

| Date modified

[ Tree

Mame “ | Size |
.. hyperv 992020 2:35PM File folder
|| ovnmse-vpn-4.5.2.5.mf 992020 2:35PM MF File 1KB
@ ovnmse-vpn-4.5. 2. 5.ovf 992020 2:35PM OVF File 29KB
IE"J ovnmse-vpn-4. 5. 2. 5-disk00 1.vmdk 9/9/2020 2:35PM VMware virtual disk ... 733,200 KB
% ovnmse-vpn-4.5. 2. 5-disk002. vmdk 9/9/2020 2:35PM VMware virtual disk ... 101KB
2. Import the VM into Hyper-V.
i.‘ Hypae - ¥ RMarugm
Fin  Sction Wiew  Heg
= fm EHS
S Py g
IHE SRR el M by
E Mera e P age Squegred Memary Uspharra Hetn
et Wt b B Crorsintn- 25080 b . 3w 24 =
[P — B o 50 -Gt | Py " Y FRETRE]
A B Comrottn- 34 P-4 501 2 Cumter L ity La [P 131 2048 18 i A
) B oot T Pl 5. BRI it B Rurvwsy [ SHE ME 8330 il
. B Comritinia- T30 S -4 8505 ke A LT Furres n IR 13203001
e D B Wirdon - et & Purrirg 1% L] LIER iR
Dk “' Weridgmrs e 2015 Corw Py ot ST MR LPrdirgei s
B om0 M4 S BN Furring n 580 M LT
o e
Farvasd S
Falipak:
Ve [
el

3. Select the location folder to Hyper-V source of VPN VA.

21

Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

Select Folder

System32
Virtual hard disks

Microsoft Management Coi

[ This PC
- 3D Objects
[ Desktop
|if| Documents
‘ Downloads
J! Music
| Pictures
B videos

‘im Local Disk (C:)

v

&« S » ThisPC » Local Disk (C:) » build » wpn-va-4.525 »
Organize = MNew folder
4.5R3 ~ MName :
apache-jmeter-3.1.1 hyperv

Date modified Type

11/15/2020 11:50 ... File folder

v 0

Search vpn-va-4.5.2.5 =l

Size

Folder: | hyperv

Select Folder

Cancel

4. Select the Import Type: Copy the Virtual Machine.

Import Virtual Machine

Before You Begin
Locate Folder
Select Virtual Machine

Choose Import Type

Surmmary

Choose Import Type

Choose the type of import to perform:

() Register the virtual machine in-place {use the existing unique I0)

(") Restore the virtual machine {use the existing unique I0)

(®) Copy the virtual machine {create a new unique ID)

Cancel

5. Choose Destination and Storage Folder. You can use the default or customize the location.
6. Click Finish to complete the VA import.

22
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Import Virtual Machine x

Completing Import Wizard

Before You Begin You are about to perform the following operation.
Locate Folder Description:
e Virtual Machine: OmniVista-YPN-4,5,2
Choose Import Type Import file: C:\puildwpn-va-4. 5. 2. S\hypervWirtual Machines\ab383891b-1fz
Choose Destination Import Type: Copy (generate new ID)
Virtual machine configuration folder:  C:'\ProgramData\Microsoft\Windows\Hyper-\\

Choose Storage Folders
< Checkpoint folder: C:\ProgramDataMicrosoft\Windows \Hyper-v
Smart Paging file store: C:\ProgramDataMicrosoft\Windows \Hyper-v

Virtual hard disk destination folder:  C:YUsers\Public\Documents\Hyper-Vivirtual Hard DisksY

To complete the import and dose this wizard, dick Finish.

< Previous Cancel

7. Edit the Virtual machine and remove the Network interface.
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OmniVista-VPN-4.5.2

L

% Settings for OmniVista-VPMN-4.5.2 on SERVER1T1

4 » | D

Wl Memory
1024 MB
ﬁ Processor
4 Virtual processors
=l IDE Controller 0
== Hard Drive
ovnmse-vpn-4, 5,2, 5-diskD...
= IDE Controller 1
() DVD Drive
Mone
= &l scsl Controller
== Hard Drive
ovnmse-vpn-4. 5. 2, 5-diskD...
2 U HetworkAdapter
Het-connected

i com1
None

i comz
None

[ piskette Drive
MNaone

# Management

Mame
OmniVista-VPM-4.5.2
D Integration Services
Some services offered
(# Checkpoints
Standard

':'-':I Smart Paging File Location

EE' Automatic Start Action
Restart if previously running

Eg. Automatic Stop Action

Save

C:'\ProgramData\MicrosoftiWwin. ..

Ll

[H] Network Adapter

Spedify the configuration of th

Cancel Apply

8. Run the commands below on Power shell to creating 3 Network Adapters.

1. For ($SCount=0; S$Count -le 2;

2. {

SCount ++)

3. Add-VMNetworkadapter -VMName OmniVista-VPN-4.5.2 -Name "Eth$Count"

}

24
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EX Select Administrator: Windows PowerShell

9. Create an “External” Hyper-V virtual switch.

B8 Virtual Switch Manager for SERVER171

% _Virtual Switches =% Create virtual switch
e Mew virtual network switch

| % vawitch What type of virtual switch do you want to create?

External
Internal
abit Ether. .. Private

i
i
m

m

Create Virtual Switch

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical netwark.

Cancel
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10. Attach to the Physical network interface.

Z2 Virtual Switch Manager for SERVER1T1 - X
# Virtual Switches alm Virtual Switch Properties
% New virtual network switch
e wawitchl LB
Broadcom NetXtreme Gigabit Ether... |vswitch4
i vEWitch4
Broadcom Met¥treme Gigabit Ether. .. Notes:
=im wswitchd
Broadcom MetXtreme Gigabit ...
# Global Network Settings
U macC Address Range
Connection type

00-15-50-46-AB-00 to 00-15-50-4...
What do you want to connect this virtual switch to?

(®) External network:
Broadcom MetXtreme Gigabit Ethernet #4
Allow management operating system to share this network adapter
[] Enable gingle-root If0 virtualization (SR-IOV)

() Internal network
() Private network

VLAN ID
[] Enable yirtual LAM identification for management operating system

Remove

o SR-IOV can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private

switch,

Gorce sooh

11. Use EthO for the public interface, Eth1 for the private interface, and Eth2 for the bridge
interface.

Firewall -

A VPN VA
-fl gﬁs-ﬁ%”m —
40
-I’j 10.255 222 (/24 Sm— OV Server
G—— ]
=/
=
- 8 —_—
ity =]
hout fie
& /=]
Yregs -
I
Intranet
Resources

12. Edit the VPN virtual machine. Select Enable virtual LAN identification on Eth0 and map
to public VLAN (e.g., VLAN 70)
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13. Select Enable virtual LAN identification on Eth1 and map to private VLAN (e.g., VLAN

1000).

Eﬂ Settings for OmniVista-VPMN-4.5.2 on SERVERTT1

OmniVista-VPN-4.5.2 “ 4 p D
# Hardware 2 I Network Adapter
!" Add Hardware
@ gIos Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
W@ Memory wswitch4 w
1024 M8
WLAN ID
I Processar
4 Virtual processors Enable virtual LAN identification
= IDE Controller 0
» ontro .er The YLAN identifier specifies the virtual LAM that this virtual machine will use for all
== Hard Drive network communications through this network adapter.
ovnmse-vpn-4. 5. 2, 5-disk0...
= [ 1DE Controller 1
DVD Drive

= &l scsI Controller
= Hard Drive

ovnmse-vpn-4.5.2,

Eth0
wvswitch4
Eth1

ot connected

Mot connected

i com1

Mone

| com2

MNone

[ Diskette Drive

Mone

# Management

3-VPM-4.5,2
|:| Integration Services

Some services offered
Some services offered -

Bandwidth Management
[] Enable bandwidth management

i

To remove the network adapter from this virtual machine, dick Remove.

Remove

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the quest operating system or when integration
services are not installed in the guest operating system.

sooly

Cancel
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Eﬂ Settings for OmniVista-VPMN-4.5.2 on SERVERTT1 — X
OmniVista-VPM-4.5.2 v 4 | D
% Hardware & U Network Adapter
!" Add Hardware
A pios Spedfy the configuration of the network adapter or remove the network adapter,
Boot from CD Virtual switch:
W Memory wswitch4 ~
1024 MB

VLAN ID

I Processor
. Enable virtual LAM identification

4 Viriual processors

= IDE Controller 0
I- ontroler The YLAN identifier specifies the virtual LAN that this virtual machine will use for all

== Hard Drive network communications through this network adapter,
ovnmse-vpn-4, 5. 2, 5-disk0...
= [ 1DE Controller 1 oo
DVD Drive
None Bandwidth Management
= &l scsI Controller [] Enable bandwidth management
- Hard Drive
ovnmse-vpr-4. 5. 2, 5-disko...
4 Etho
vawitch4 ]
4 Eth 0
vawitch4
U Ethz 0
F coM1 To remove the network adapter from this virtual machine, dick Remove.
ﬁ coM 2 Remove
_“I- B . 0 Use a legacy network adapter instead of this network adapter to perform a
H Diskette Drive network-based installation of the guest operating system or when integration
None services are not installed in the guest operating system,

% Management

r_"| Integration Services

Some services offered

Cancel

14. Expand Eth2, under Advanced Features select the option Enable MAC address
spoofing.
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Eﬂ Settings for OmniVista-VPMN-4.5.2 on SERVERTT1 — X
OmniVista-VPM-4.5.2 v 4 | D
= B IDE Controller 0 2 Advanced Features 2
- )
# = HardDrive o . MAC address
ovnmse-vpn-4. 5. 2, 5-disk0. ..
= [ IDE Controller 1 ® Dynamic
DVD Drive () static
o oo |- oo |-[00 |-/ 00 |-[o0 |-[o0
= &8 5C51 Controller el el el
- H'?rd Driv_e. R ~ MAC address spoofing allows virtual machines to change the source MAC
OVNMSE-VPN-5%. 3. . 3-disel. .. address in outgeing packets to one that is not assigned to them,
4 Etho
i Enable MAC address spoofing
g Ethi
vewitch4 DHCP guard
B 4 Eth2 DHCP guard drops DHCP server messages from unauthorized virtual machines
wswitcha pretending to be DHCP servers,
Hardware Acceleration [] Enable DHCP guard
Advanced Features
L CCEB:'I 1 Router guard
- Router guard drops router advertisement and redirection messages from
L (I:OM 2 unauthorized virtual machines pretending to be routers.
H Dlgkehtte Drive [] Enable router advertisement guard
% Management Protected network
ﬁ[_"| Name Maove this virtual machine to another duster node if a network disconnection is
OmniVista-VPN-4.5.2 detected.
|:| Integration Services Protected network
Some services offered
&, Checkpoints
o q_;fkp rd Port mirroring
am - ) Port mirroring allows the network traffic of a virtual machine to be monitored by
L) an?..ajrlt.FPaglng Fl_l_e_!',o?ton . copying incoming and outgoing packets and forwarding the copies to another
it 13 ¥l ' virtual machine configured for monitoring.
E'. Automatic Start Action
Restart if previously running W Mirroring mode: MNone ~ W

Cancel Apply

15. Configure the Trunk Mode for Eth2 using the command below command in the power shell.

Set-VMNetworkAdaptervlan -VMName OmniVista-VPN-4.5.2 -
VMNetworkAdapterName "Eth2"-Trunk -AllowedVlanIdList "201, 202" -
NativeVlanId O

16. Verify that Trunk Mode is successfully enabled using the commands below.
Get-VMNetworkAdapterVlan -VMName OmniVista-VPN-4.5.2
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EN Select Administrator: Windows PowerShell — O x

-VPN-4.5.2

ministrate

17. Start the VPN virtual machine and perform the setup.

Deploying the VPN VA with NIC Teaming

1. Open Server Manager - Local Server.

f& Server Manager - O X

@ ¥ Server Manager * Local Server @1 F  sanage

IE2 Dashboard

B Local Server

i PROPERTIES

For server171 TASKS ¥

server171

ii All Servers

Computer name

vEthernet {vswitch1)

Multiple IPv4 addresses, IPvE enabled

ver 2019 Standard

[ TR TR TP I TR , T2, 1.

Microsoft Windows Se

5/2020 4:20

2
Domain ad.omnivista.com Download upd:
E® ADCS Cluster name server179 9/10/2020 7:53
I—i.i AD DS Cluster object type Cluster Node
:% DNS Windows Defender Firewal Domain: Off Real-Time Prots
ii File and Storage Services b Remote management Enabled Settings
Remote Desktop Enabled g On
m besl INIC Teaming Disabled I Time zone (UTC-08:00) Pac
MIC2 Authenticating Product ID Not activated
MNIC4 Mot connected

EVENTS
All events | 162 total TASKS ¥
Filter 0o Hl - -
v
Server Name 1D Severity Source Log Date and Time

2. Edit NIC Teaming - New Team.
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@ NIC Teaming - [m] X
= SERVERS
.l Al Servers | 1 total TASKS v
Name Status Server Type  Operating System Version Teams

SERVER171 Physical  Microsoft Windows Server 2019 Standard 0

TEAMS ADAPTERS AND INTERFACES
All Teams | 0 total A TASKS
Team” Status  TeamingMode  Load Balancing Adapters New Team Team Interfaces |
o —
Properties Speed Siste  Remson

4 Available to be added to a team (3)

vEthernet (vswitch1} 1 Gbps
NIC3 1 Gbps
NIC2 1Gbps

3. Choose NIC members, Teaming mode, and Load balancing mode, then click OK.

NIC Teaming et
New team

Team name:

MNIC Teaming

Member adapters:

In Team ;-'lu:iapterA Speed State Reason

MIC2 1 Gbps
. P
w‘ MNIC3 1 Gbps
. P

I vthemet (vswitch1) 1Gbps

@ Additional properties

Teaming mode: Switch Independent ¥
Load balancing mode: | Address Hash \
Standby adapter: Mone (all adapters Active) ¥

Primary team interface:  [MIC Teaming: Default VLAN

OK | | Cancel
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4. Create a Hyper-V virtual switch and attach to the NIC Teaming interface, then click OK.

Z2 Virtual Switch Manager for SERVER1T1 - X
# Virtual Switches alm Virtual Switch Properties
=% New virtual network switch
ol WSWitch1 LEnE
Broadcom NetXtreme Gigabit Ether... |NIC Teaming
ol WSWitchd

Motes:

Broadcom Met¥treme Gigabit Ether. ..
«= NIC Teaming

Microsoft Network Adapter M...
# Global Network Settings

Lq] MAC Address Range
00-15-50-46-AB-00 to 00-15-50-4... Connection type
What do you want to connect this virtual switch to?

(®) External network:

Microsoft Network Adapter Multiplexor Driver e
Allow management operating system to share this network adapter
[] Enable gingle-root If0 virtualization (SR-IOV)

() Internal network
() Private network

VLAN ID
[] Enable yirtual LAM identification for management operating system

Remove

o SR-IOV can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch,

Gorce sooh

5. Edit the VM network interface. Change the Virtual Switch to NIC Teaming.
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Eﬂ Settings for OmniVista-VPMN-4.5.2 on SERVERTT1 — X
OmniVista-VPN-4.5.2 v 4 0 D
% Hardware & U Network Adapter
!" Add Hardware
A pios Spedfy the configuration of the network adapter or remove the network adapter,
Boot from CD Virtual switch:
W Memory NIC Teaming ~
I Processor VLANTD
4 Virtual processors Enable virtual LAM identification
= I e Controlller 0 The YLAN identifier specifies the virtual LAN that this virtual machine will use for all
= Hard Drive network communications through this network adapter.
ovnmse-vpn-4, 5. 2, 5-disk0...
= [ 1DE Controller 1 Ijl
DVD Drive
None Bandwidth Management
= &l scsI Controller [] Enable bandwidth management
- Hard Drive
ovnmse-vpn-4. 5. 2. 5-disk0. ..
[
NIC Teaming 0
4 Ethi . i}
NIC Teaming
U Ethz 0
NIC Teaming
L COM To remove the network adapter from this virtual machine, dick Remove.
ﬁ CSMHZ Remove
[H Disette Drive O e oo e eocaon
None services are not installed in the guest operating system,
% Management
1] Mame
OmniVista-VPN-4.5.2
|| Integration Services
Some services offered -
Cancel Apoly
NIC Teaming Compatible Modes
Layer 2 Switch Mode | NIC Teaming Mode | Load Balancing Mode | Stand-By Adapter | Worked?
Switch Independent Switch Independent | Address Hash None Yes
Switch Independent Switch Independent | Address Hash NIC1/NIC2 Yes
Switch Independent Switch Independent | Hyper-V Port None No
Switch Independent Switch Independent | Hyper-V Port NIC1/NIC2 No
Switch Independent Switch Independent | Dynamic None No
Switch Independent Switch Independent | Dynamic NIC1/NIC2 No
Linkagg static Linkagg static Address Hash None Yes
Linkagg static Linkagg static Hyper-V Port None Yes
Linkagg static Linkagg static Dynamic None Yes
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NIC Teaming Compatible Modes

Layer 2 Switch Mode | NIC Teaming Mode | Load Balancing Mode | Stand-By Adapter | Worked?
LACP LACP Address Hash None Yes
LACP LACP Hyper-V Port None Yes
LACP LACP Dynamic None Yes

Configuring the VPN Virtual Appliance
Once the VPN is deployed, perform the following steps to complete the installation:

1. Complete the Installation

Configure NICs

Configure Routes

Configure Network Settings (DNS, Gateway)

Configure an SSH Service

Upload VPN Settings to the VPN Server
Configure the VPN Service

Configure VPN Endpoints

©® N o Ok~ WD

Complete the Installation

1. Launch the Hypervisor Console for the VPN VA. You will be automatically logged in and the
Keyboard Layout Prompt will appear. Press Enter if you do not want to change the default
keyboard layout (US), or enter y then press Enter to change the default keyboard layout

! us
dould you like to configure new Keyboard Layout [yinl (nd: _

2. The End User Agreement will appear. Press the spacebar to scroll through the agreement.
When you reach the end of the agreement, enter y and Press Enter to accept the agreement.
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'roactive Lifestyle Management Product Exhibit

a s and conditions applicable to the ProActive Lifestyle

a complement to the End User License Agreement “EULA") and

and conditions of the Agreement to the extes g t to the

] between this Product Exhibit and the EULA, th Addendum s
concerned. ALl of the defined terms and conditio )

such other information that would,
xperience. The information helps us to

’ ke may or may not
to pro t solutions, including upda
available. We will not i
any data that persomally
addr ) e 2 inf tion provided to us by You. Licensee may opt-out of pre
ta durin [ s ftuware by, he © may be, che ;7 or un-checki
wcent to the P if ecyc Management e . If the box next to the
le Management fea > option is not checked the t be activated. If You der
te the ProfActi if i ‘ou may do ollowing t
t ‘ Management in You Om a 2588 clie
Your use of the sof twa) i oury acknowledgment and agreement to th s of use. @ Co
pyright Alcatel-Lu L Enterprise ’ C right ALE USA Inc., 2814 ZH

Accept End-User Li

3. The Admin Password Prompt will appear. Enter and confirm the Admin Password for the VM
and press Enter.

4. The VM will reboot. When the reboot is complete, the OmniVista Login Prompt will appear.
Enter the OmniVista Login (admin) and press Enter; then enter the Admin Password you
configured in Step 3 and press Enter.

ent0S Linux 7 (Core)
Kernel 4.4. -1.el?.elrepo b 64 on an xB6_64

Product Name: Alcatel-Lucent Emterprise OmnilVista 2588 UPN Ud

5. The Main Menu will appear with the Network Interfaces option highlighted.
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Configure NICs

Hain Menu

¢ Network R ES >
< Network :

¢ Network

¢ U'N End

¢ Un Sett ..

¢ Maintenance. ..

< Apply Conf iguration Changes

< Logout

1. With the Network Interfaces option highlighted, press Enter to bring up the Menu for
Network Interfaces Screen.

Menu for Metwork Interfaces

1. NIC1:
Name: ethd
IP:
Prefix length:
MAC: BA:58:56

IP:
Prefix length: B

MAC: BA:58:56:af :82:28
3. NIC3:

Name: ethZ

IP:

Prefix length:

MAC: BA:58:56:af :ad:?f

Please select NIC to modify:

< OK
< Exit

2. At the Please select NIC to modify prompt at the bottom of the screen, enter the number of
the NIC you want to configure (e.g., 1), use the Down Arrow to highlight OK and press Enter.

Menu for Configure a network interface

Name: ethd

IP: 1@.255.222.97
Prefix length: 24
MAC: BB:58:56:af :ch:cd

Please input IPv4:
Pleaze input prefix length:

{ Save
¢ Exit

3. Enter the VPN Public IPv4 address (e.g.,10.255.222.97) use the Down Arrow to move to the
Prefix Length field and enter the prefix length (e.g., 24) for the IP address. Move the Down
Arrow to highlight Save and press Enter, then press Enter at the OK Confirmation Prompt. The
following prompt will appear.
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The conf iguration has been saved successfullyt

4. Repeat the process in Step 3 above to configure the OVE Server IP address. This is the
interface that will be used to connect to the OVE Server.

Menu for Configure a network interface

Name: ethl

IP: 18.255.255.98
Prefix length: 24

MAC: BB:58:56:af :82:28

Please input IPw4: _
Please input prefix length:

< 3ave
¢ Exit

Note: To set up a Data Tunnel, you use the third NIC on the VA. You must not configure
an IP address for this NIC because it will be a Layer 2 Tunnel. You also need to enable
"Promiscuous Mode" for this NIC in your Hypervisor.

5. Press Enter to return to the Main Menu.

Main Menu

< Network Interfaces
Network Rou
Network Ser
Network Set
UPH Endpoints
Un Settings...
{ Maintenance. ..
< Apply Conf iguration Changes
{ Logout

WON N NS N N NN

6. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Hetwork Int
Network Rou
Network 3ervic

Network 3ettin

UPN Endpoints...
Ua Settings...
{ Maintenance. ..
< Apply Conf iguration Changes

< Logout

7. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.
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Would you like to apply all configuration 7

Note: UA will restart some services

¢ Exit >

Configure Routes

If necessary, configure a Network Route.

Main Menu

¢ Network Interfaces ;
Network Routes

< Network Services. .. 3

< Maintena

¢ Apply Conf iguration Changes
< Logout

1. On the Main Menu Screen, highlight Network Routes and press Enter.
Menu for Hetwork Rowtes
The =system does not contain any routes

¢ Add a network route

¢ Exit )

2. With Add a Network Route highlighted, press Enter.

Menu for Add a network route

Please input subnet: 198.2H6.186.8
Please input prefix length: 24
Please input gateway: 168.255.255.98

< Sawve
¢ Exit

3. Enter the Network Route Subnet, use the Down Arrow the enter the Prefix Length, and the
Gateway. Use the Down Arrow to move to Save, then press Enter.

Would you like to apply 7 Add a network route

Subnet: 198.266.186.8
Prefix length: 24
Default gateway: 18.255.255.98

>

< Exit

4. At the Confirmation Prompt, with Save highlighted, press Enter, then press OK at the next
Confirmation Prompt. The Network Route will be added and Main Menu will appear.
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Main Meno

.

¢ Network Interfaces 5

Hetwork Routes

'

Main Menu

Hetwork
Network
Network
Network
UPN Endpoints...
Ua Settings...
{ Maintenance. ..
< Apply Conf iguration Changes

< Logout

6. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

DK

< Exit

Configure Network Settings (DNS, Gateway)

If necessary, configure a DNS; and configure a Default Gateway for public network access.

Main Menu
¢ Network Interfaces
¢ Network

< Network VICES. ..

Network Scttings... "

b1

pply Conf iguration Changes
< Logout

1. On the Main Menu Screen, highlight Network Settings and press Enter.
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NHetwork Settings

show current conf iguration

Gonf igure a network setting..

{ Exit

2. Highlight Configure a Network Setting and press Enter.
Conf igure a network setting

Conf igure DNS >
¢ Conf igure NTFP

igure Default Gateway

3. With Configure DNS highlighted, press Enter.

Menu for Conf igure DHS

Enter DH3S server list
by zeparating with commaz [P addresses: 198.286.1.3

_
¢ Exit

4. Enter a DNS Server IP address(es), use the Down Arrow to highlight Save, and press
Enter.

Would you like to sawve 7 Conf igure DNHS
The IP(s): 198.206.1.3

<ves ...
< No

5. Press Enter, then press Enter at the next Confirmation Prompt.

Conf igure a network setting

Conf igure DN3 >
¢ Conf igure NTF

igure Defawlt Gateway

Menu for Configure Default Gateway

Enter the IP: 1H.255.222.1

7. Enter the Gateway IP address, use the Down Arrow to highlight Save and press Enter.
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Would you like to save the configuration default gateway 7

IP: 1B.255.222.1

Conf igure a network setting

< Conf igure DNS
¢ Conf igure NTF

Conf igure Default Gatews
{ Exit

Main Menu
£ Metwork Interfaces
< Metwork

Main Menu

Network Interfaces

Network Rou

Network Ser

Network Settings. ..

UPN Endpoints. ..

Ua Settings. ..

Maintenance. ..

< Apply Conf iguration Changes

{ Logout

A A A N

11. The following Confirmation Prompt will appear. Press Enter to apply the configuration.
When the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

< Exit
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Configure an SSH Service

Configure an SSH Service on the VA to enable an SSH connection to upload the VPN Settings
File.

Main Menw

.

¢ Network Interfaces 5
< Metwork Routes ;

{ Network Services...

< Network Settings. ..

< Maintenance. ..
< Apply Confl iguration Changes
< Logout

1. On the Main Menu Screen, highlight Network Services and press Enter.

Network Services

¢ Show current conf iguration »
< Configure a network service

{ Delete network services >
. Exit

2. Highlight Configure a Network Service and press Enter.
Menu for Configure a network service

Flease choose the service

3. With SSH highlighted, press Enter.

Menu for ssh

Please select the IP

[1]1 18.255.222.97
[Z2] 18.255.255.98

Please input your option: 1

Enter the port: 2222

¢ Exit »

4. Enter the number corresponding to the address (e.g., 1), and use the Down Arrow to enter
the SSH Port Number. Use the Down Arrow to highlight Save and press Enter.
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Would you like to save the configuration ?

IP: 18.255.222.97
Port: 2222

< Yes
< No

5. With Yes highlighted, press Enter at the Confirmation Prompt.
The configuration has been saved successfullyt

6. Press Enter at the final Confirmation prompt and press Enter until you return to the Main
Menu.

7. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Network Interf
Network Ro
Network Serwi
Network Sett .
UPN Endpoints. ..
Ua Settings. ..
{ Maintenance. ..
< Apply Conf iguration Changes

< Logout

8. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

<{ Exit

Upload the VPN Settings to the VPN Server

If you have not already done so, you must export the VPN Settings file from your OmniVista
Freemium account to your computer. You will then FTP this file to the VPN VA to configure the
VPN Service. If you have already exported the VPN Settings to your computer, go to Step 4.

1. Go to the Device Catalog Screen (Network —> Device Catalog) of your OmniVista Freemium
account.
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# Home & freesqa = A Support Center ~ ®MVideos @ About @ Logout

Alcatel-Lucent @

Enterprise NETWORK~  CONFIGURATION ~  UNIFIED ACCESS~  SECURITY~  ADMINISTRATION ~

& GET PAID ACCOUNT

Learn More

INVENTORY » #& Home

Device Catalog Device Catamg Latest Refresh: 01 min ago B Export VPN Settings n\:’/

Device
Troubleshooting

Network Inventory Device Catalog

Q Searchall Advanced Filter
Managed Inventory >
Troubleshoot Device B
D Serial Number Model Current Software Vers_  Desired Software Vers_  Ready For Upg_.  Device Status
[] sszisz000166 DAW-AP1201H 40019 Do not upgrade Yes @
1 L3
Show 1000 « Showing Page 1 of 1 1

2. Click on the Export VPN Settings button at the top of the screen. Note that you do not have
to wait until APs reach “Registered” status. Once APs are added to the Device Catalog you can
export the VPN settings for the APs.

Select A VPN Setting To Export

LAB4

Server's Public IP: 172.16.92.199; Port: 9001; Server's VPN IP: 12.12 12 1; OmniVista Enterprise Server IP: 192.168.70.143; Client VPN IP Address Pool: IP Range

Total: 1 page 1

The file must contain the list of all RAPs (peers) with their IP Addresses and Public Keys as
shown below:

[Peer]
PublicKey = w7dRCARmrC7axxxxxx967Yw3iann3sgT+nbX1T3hlA=
AllowedIPs = 10.180.2.7/32

3. Select the VPN Settings that you want to use (e.g., LAB4) and click Export. The file will be
downloaded to your computer (e.g., LAB4.conf).

4. SFTP the VPN Settings File (e.g., LAB4.conf) to the vpn_profile Directory (/opt/OmniVista_
2500_NMS/data/vpn_conf/vpn_profile) on the VPN VA.

Important Note: Do not change the name of the VPN Settings file.
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[ sftp://admin@10.255.222.97:2222 - FileZill C=aEen X
File Edit View Transfer Server Boockmarks Help
[ SR TAEE Y
Host:  ftp://10.255.22297  Username: admin Password: esssssssss Port: 2222 | Quickconnect ” - |
Status: local:D:\Users\jobrewst Desktop\LAB4.conf => remote;/opt/OmniVista_2500_MNMS/data/vpn_conf/vpn_profile/LAB4.conf -
Status: File transfer successful, transferred 441 bytes in 1 second
Status: Retrieving directory listing of "/opt/OmniVista_2500_NMS/data/vpn_conf/vpn_profile"..,
Status: Listing directory fopt/OmniVista_2500_NMS5/data/vpn_conf/vpn_profile
Status: Directory listing of "/opt/OmniVista_2500_MMS/data/vpn_conf/vpn_profile” successful
Status: Disconnected from server -
Local site: | D:\Users\jobrewst\Desktop\, ~ | Remote site: | /opt/OmniVista_2500_NMS/data/vpn_cenfivpn_profile -
-l Desktop - = | OmniVista_2500_NMS -
‘| Documents i bin
& Downloads data
¢+ Favorites ? lost+found
InstallAnywhere vpn_conf
. john.brewster@alcatel-lucent.com Creative Clour ™ [ vpn_profile
4 1 3 2 logs =
Filename» Filesize Filetype Last modified “ | Filename = Filesize Filetype L
APIs File folder 7/10/2019 10:53:0 |=| LAB4.conf 441 COMNF File 3
CLI 8x and 6x File folder 2/26/2019 3:3213
OmniVista File folder 11/8/2019 3:33:58 ~
4 n 3 4 n 3
Selected 1 file. Total size: 441 bytes 1 file. Total size: 441 bytes
Server/Local file Direction Remote file Size Priority Status
Queued files Failed transfers Successful transfers (1)
.’_.| B Queue: empty .0

Important Note: Any time you modify VPN settings you must generate a New VPN
Settings File and FTP the file to the VPN Server.

Configure the VPN Service
Configure a VPN Management Service on the VA.
Main Menw

¢ Network In

Logout

1. From the Main Menu, highlight Network Services and press Enter.
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Hetwork Services

¢ Show current conf iguration

< Configure a network service
¢ Delete network services »
{ Exit

2. Highlight Configure a Network Service and press Enter.
Menu for Configure a network service

Flease choose the service

< 5zh ¥
¢ E=it >

3. Highlight VPN and press Enter.
Menu for UPN
Please input appended name: vpn_management
Please select the IP

[11 18.255.222.97
[Z]1 18.255.255.98

Pleaze input your optiom: 1

Enter the port: 9881

¢ Exit >

4. Enter a name for the service after the underscore (e.g., vpn_management), then use the
Down Arrow to select the number of the NIC on which you want to create the service (e.g., 1).
This is the NIC of the VPN VA Public IP address. Then use the Down Arrow again to enter the
Port Number. This is the port number of the VPN VA Public IP address. Use the Down Arrow to
highlight Save and press Enter.

lould you like to zave the configuration 7

Name: wpn_management
IP: 18.255.222.97
Port: 9881

< No »

5. Press Enter, then press Enter at the next Confirmation Prompt. Select Exit until you return to
the Main Menu.

6. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

46 Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

Main Menu

< Network

< Network

< Network ..

< Hetwork Settings...
UPN Endpoints. ..

< UA Settings...

{ Maintenance. ..

< Apply Conf iguration Changes

¢ Logout >

L Y LY W W

S

b

7. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

< Exit >

Configure VPN Endpoints
Attach the VPN Settings File to the VPN Service.

Main Menu

{ Metwork Interfaces

< Network R

< Network

Hetwork Lt 5. .. 3

UPN Endpoints. .

IANCE. . . 2
< Apply Confl iguration Changes »
< Logout ;

1. From the Main Menu, highlight VPN Endpoints and press Enter.

UPN Endpoints

¢ Show current conf iguration
< Configure a UPN endpoint
{ Exit

2. Highlight Configure a VPN Endpoint and press Enter.
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UPH Endpoints

Menu for Conf igure a VPN endpoint

Fleaze choose the UPHN server cowf iguration
[11 wpn_man .

Tupe your option:1

Fleaze select the conf iguration file
[1] LAB4.cont

Type your option: 1

interface to enable Layer £ Data UPH, or Home for regular UPN

Type your option: £

¢ Exit

3. Select the number for the VPN Server Configuration (e.g., 1 - vpn_management). This is
the VPN Service you created in the previous section. Use the Down Arrow to select the VPN
Settings Configuration File (e.g., 1 - LAB4.conf); then use the Down Arrow to select the
interface for Regular VPN (e.g., 2 — None); use the Down Arrow to select Save, and press
Enter.

Would you like to save the configuration 7:

UPN Service name: wpn_LAB4 . conf
guration file: LAaB4.conf
dge Interfaces: Mone (Layer 3 UPH)

4. Press Enter at the next Confirmation Prompt. Select Exit until you return to the Main Menu.

5. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Network Int

Network Rou

Network Servic

Network Setti

UPN Endpoints

Ua Settings. ..

Maintenance. ..

< Apply Configuration Changes

<
<
{
<
<
£
<
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6. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.

Would you like to apply all configuration 7

Note: UA will restart some services

{ Exit >

Configuring the VPN Data Tunnel

Once the Management VPN tunnel is configured, follow the steps below to configure a VPN
Data tunnel. An L2GRE tunnel will be created between the Remote AP and the VPN Server and
it will be used to tunnel the remote employee’s data traffic.

1. Go to Network —> AP Registration -> Data VPN Server to add a Data VPN Server.

Data VPN Servers

Edit VPN Server

Mame VPN _Server_Conf
Description
Server's Public IP 195.128.146.179/24 Server's 6550 v A
Port
Server's VPN IP 192.168.0.1

Client VPN IP Address Pool

Name User-configured name for the VPN configuration.

Server's Public IP The VPN Server's Public IP address (configured when you installed the
VPN VA). This is the IP address used by Remote APs to connect to the
VPN Server. And this is the interface through which traffic originating from
inside the Enterprise Network flows to the Remote site.

Port The VPN Server Port.

Server's VPN IP The VPN Server's Private IP address within the virtual network (must be in
the same network as the client pool). This is the interface through which
traffic originating from the Remote AP flows to reach a destination inside the
Enterprise Network.

Client VPN IP Address The range of addresses available to assign to Remote APs. You can select
Pool IP range and insert a range of IP addresses, or a shorthand mask.
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2. Go to the AP Group Screen (Network - AP Registration - AP Group) and edit the AP Group
used to manage Remote APs.

# Home Netwark ~ AP Registration AP Group

AP Group EESREHOREEE
AP Group List & Export fo.csv | Add to Report n Hide Details
AW @
| ‘ General
Group Name Auto-Group VLANS Group Description Managed AP Count

Group Name RW
RW 1AP
Group Description

3. Assign the Data VPN Server to the AP Group (mandatory to set up the Data VPN Tunnel).

= Registration

1. Edit Group Edit Group

Edit Group Description

Edit Group

General

Time

Syslog

Post Mortem Dump

SSH

AP WEB

Client Behavior Tracking
Certificate

SNMP Setting

loT Radio Configuration

loT/Location Server

Q | Search s

Data VPN Server(s) VPN _Server_Conf -

4. Go to the Data VPN Servers Screen and click on the Export VPN Settings button.
I M Home Network AP Registration Data VPN Servers

Data VPN Servers

Showling All 1 item

Lo ol o

5. Select the VPN Settings that you want to use and click Export VPN Settings. The file will be
downloaded to your computer. The file must list all RAPs with their IP Addresses and Public
Keys as shown below:

[Peer]
PublicKey = opNxglUpN2Pv/9S2HaxxxxxyfJYAIDLOHSRDo78r+To=
AllowedIPs = 192.168.1.2/32
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6. SFTP the VPN Settings File to the vpn_profile Directory (/opt/OmniVista
2500_NMS/data/vpn_conf/vpn_profile) on the VPN VA. See Upload the VPN Settings to the
VPN Server.

Note: Do not change the name of the VPN Settings file.

7. Configure the VPN service for Data Tunnel.

Menu for UPN

Pleaze input appended name: vpn_data

Please select the IP

[11 18.255.222.97
[2]1 18.255.255.98

Please input your option: 1

Enter the port: 9882

¢ Exit >

8. Configure VPN Endpoints. Be sure to select the right ethernet interface for bridging traffic
(e.g., eth2 without IP Address).

Configure VPN Endpoints
Attach the VPN Settings File to the VPN Service.

Main Menu

© Network Interfaces

< Network R :

% Network 5. .. )
< Network Settings. .. >
< A Settings. .. ¥
< Maintenance. .. >
. 11y Conf iguration Changes

< Logout

1. From the Main Menu, highlight VPN Endpoints and press Enter.

UM Endpoints

¢ Show current conf iguration

< Configure a UPN endpoint '.

¢ Exit

2. Highlight Configure a VPN Endpoint and press Enter.

51 Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

Menu for Configure a UPN endpoint

Please choose the UPN server configuration
[11 vpn_data
[Z]1 vpn_management

Type your option:1

Flease select the configuration file

[1]1 LAB4.conf
[Z2]1 UPN_Server_ Conf .conf

Type your option: 2

Flease select interface to enable Layer 2 Data UPN, or MHone for regular UPH
[11 ethZ
[Z2]1 None (Layer 3 UFPN)

Type your option: 1

>

< Exit

3. Select the number for the VPN Server Configuration (e.g., 1 - vpn_data). This is the VPN
Service you created in the previous section. Use the Down Arrow to select the VPN Settings
Configuration File (e.g., 2 — VPN_Server_Conf.conf); then use the Down Arrow to select the
interface for bridged traffic (e.g., 1 — eth2); use the Down Arrow to select Save, and press
Enter.

Would you like to sawve the configuration 7:

UPN Service name: vpn_data
Conf iguration file: UPN_Server_Conf .conf
Bridge Interfaces: eth2

< Exit >

4. Press Enter at the next Confirmation Prompt. Select Exit until you return to the Main Menu.

5. Use the Down Arrow to highlight Apply Configuration Changes and press Enter.

Main Menu

Network
Network
Network Service

Hetwork Setti
UPN Endpoints. ..
Ua Settings. ..
{ Maintenance. ..
< Apply Conf iguration Changes

¢ Logout

6. The following Confirmation Prompt will appear. Press Enter to apply the configuration. When
the process is complete, the Main Menu will appear.
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Would you like to apply all configuration 7

Note: UA will restart some services

¢ Exit >

Create an SSID for the VPN Data Tunnel

Once the VPN Data tunnel is configured an SSID and Access Role Profile must be created to
tunnel the user traffic. For example:

1. Create an SSID.

> Select WLAN > SSIDs > SSIDs
> Click on the + button
> SSID Service Name: EmployeesX (X = R-Lab number)
> SSID: <filled automatically>
> Usage: Enterprise Network for Employees (802.1X)
> Click on Create & Customize

> Allowed Band: All
> Encryption Type: WPA3_AES

Default VLAN/Network:

VLAN(s): untagged

Use Tunnel: checked

Tunnel ID:0

GRE Tunnel Server IP Address/data VPN Server: select profile created at previous section
Support of Entropy: Disabled

Allow Local Breakout: Disabled (will be supported with AWOS 4.0.1)

Authentication Strategy
> RADIUS Server: UPAMRadiusServer
> Click on Manage Employee Accounts

// Employee account creation //
> Click on the + button

> Username: Employee

> Password: password

> Click on Create
> Click on Close

2. Select the SSID and AP Group, save and apply.

SSID Service EmployeesO -
Name

551D Employessd

AP Groupis) 1 selected AP Group(s)

+ Set same schedule for all selected AP Croups | Edit Schedule & L1

I default group i

3. OmniVista 2500 will push the configuration to the Remote Access Point allowing users to
connect to the SSID just configured.
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{{z Employees0O

Secured

|:| Connect automatically

SSID with Tagged VLAN
To configure an SSID with a tagged VLAN, configure the VLAN fields in the SSIDs application

as shown in the example below.

Default VLAN/Network

@ Configure Access Role Attributes O choose Existing Access Role Profile

VLAN(s) L
Use Tunnel
Config Tunnel
“Tunnel ID
*GRE Tunnel Server IP Address/Data VPN RAP-OVC (10.1.250.1)
Server
Support of Entropy & Allow Local Breakout
SSID with Untagged VLAN
To configure an SSID with an untagged VLAN, configure the VLAN fields in the SSIDs
application as shown in the example below.
Default VLAN/Network
@ configure Access Role Attributes (O cnhoose Existing Access Role Profile
VLAN(s) Untagged VLAN @ o
Use Tunnel
Config Tunnel

“Tunnel ID

“GRE Tunnel Server IP Address/Data VPN RAP-OVC (10.1.250.1)

Server
Allow Local Breakout

Support of Entropy

Configuring Switches for Tagged/Untagged Traffic
The CLI Commands below are used to configure AOS 8.x and AOS 6.x Switches for tagged and

untagged traffic.
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AOS 8.x

For Tagged VLAN: vlan [vlan num] member port/linkagg
[port num/agg num] tagged

For Untagged VLAN: vlan [vlan num] member port/linkagg
[port num/agg num] untagged

AOS 6.x

For Tagged VLAN: vlan [vlan num] 802.1qg [port num/ agg num]

For Untagged VLAN: vlan [vlan num] port default
[port num/agg num]

SSID with Local Breakout

To configure an SSID with an Local Breakout, configure the VLAN fields in the SSIDs
application as shown in the example below.

Default VLAN/Network

@ Configure Access Role Attributes Choose Existing Access Role Profile

VLAN(s) 202 © +

| Use Tunnel

Config Tunnel

“Tunnel ID

“GRE Tunnel Server IP Address/Data VPN RAP-OVC (10.1.250.1)

Server

Support of Entropy ] Allow Local Breakout

i) -Static Routes

10.0.0.0 255.255.255.0 192.168.70.5 x

Allow Local Breakout - Enables/Disables Local Breakout on the tunnel. If enabled,
enter the Static Route(s) to be used for entering the Tunnel. All other traffic will go out
through the local network. Make sure you have applied the relevant Data VPN Server to
AP Groups in the SSID before choosing Data VPN Server as the Tunnel endpoint. To
apply a Data VPN Server to an AP Group, go to the AP Groups page (Network - AP
Registration - AP Group) and edit the Data VPN Setting for the group. Note that only one
VLAN inside the tunnel (tunnel ID must be set to 0) can be enabled with Local Breakout.

Static Routes - Specify the static routes to be used for entering the tunnel. All other
traffic will go out through the local network.

Avoid specifying static routes pertaining to the VLAN ID of the traffic that enters the
Tunnel. For example, if VLAN ID = 41 is specified to be carried within the Tunnel and
if the network subnet that corresponds to VLAN 41 is 192.168.41.0, the AP will
automatically set up this route and make sure traffic destined for 192.168.41.0 will
enter the Tunnel. The AP will automatically set up this route and make sure traffic
with VLAN ID = 41 will enter the Tunnel. Do not specify an explicit Route with
Destination = 192.168.41.0, as that will confuse the AP and lead to poor
performance.
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e The static routes specified will be accumulated on an AP across all SSIDs assigned
to the AP. For example, if you have two SSIDs configured on the same AP and
configure SSID1 to use Tunnel Profile T1 with Static Routes A and B, and configure
SSID2 to use Tunnel Profile T2 with Static Routes C and D, all of the routes (A, B, C,
and D) will be applicable for SSID 1 and SSID 2.

e Across all of the routes applied on an AP from the different SSIDs, make sure any
destination IP subnet is specified only once. Each route applied on an AP should be
for a different IP subnet, even across the SSIDs. Also, avoid specifying static routes
pertaining to the VLAN ID of the traffic that enters the tunnel. The AP will
automatically set up such routes. If a route to IP subnet X already exists in an SSID
and that SSID is applied to an AP, another route to the same IP subnet X must not
be specified in the same or a different SSID that is applied to the same AP.

Note: Local Breakout troubleshooting tips can be found in the Basic Troubleshooting
Checklist.

Creating a Tunnel Profile for 1201H Downlink Ports

1. Create a Tunnel Profile in Unified Access in OmniVista (Unified Access — Template - Tunnel
Profile).

# Home & admin = 4
Alcatel-Lucent @

Enterprise

7 Help W Videos © About G Logout

NETWORK ~ CONFIGURATION + UNIFIED ACCESS ~ SECURITY v ADMINISTRATION ~ UPAM~  WILAN~

£ TEMPLATE g # Home

Unified Access Unified Profile Template Tunnel Profile

Tunnel Profile 2)
Access Auth Profile
WLAN Service X
(Expert) Create Tunnel Profile
Access Role Profile 7 indicates a required field
AAAServer Profile "Name Downlink Port
1) *Tunnel ID 0 ~
Access Policies
Access Classification *GRE Tunnel Server IP RAP OVC (10.1.250.1)
Address/Data VPN Server
Customer Domain Support of Entropy Allow Local Breakout

SPB Profile
Far End IP
Static Service
VXLAN Profile

Tunnel Profile

Legacy Wireless
Profiles

Global Configuration

Unacknowledged Alarms: 399+

Note: do not enable Allow Local Breakout on the Tunnel Profile Screen. If you want to
enable Local Breakout, configure is on the SSID in the SSID application.

2. Go to the Access Role Profile Screen (Unified Access — Template — Access Role), select the
Tunnel Profile you created in Step 1, and apply the profile to the AP Group with Mapping
method: “Map to VLAN and Tunnel”.

56 Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

# Homé Unified Access fied Profile Termlate Access Role Profile

Access Role Profile 7

Select Devices

Configure the mapping method for ARP-Downlink

Mapping Method Map bo VLAN and Tunne

Tumnined Prodile

o Select devices to apply the configuration

1 AP Group m

List of Selected AP Groups
a

Hame

3. Create an Access Authentication Profile (Unified Access — Template — Access Auth Profile)
and apply it to the AP (AP Group).

Add a Route to Reach the VPN VA from OmniVista

# The Virtual Applie

LR R B R n R R B R R R R B B
Help
Conf igure T

Login Authentication Server
Fower Off
Reboot

1. On The Virtual Appliance Menu, select 2 — Configure the Virtual Appliance to bring up the
Configure The Virtual Appliance Menu.
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~u~nnnn~u~nnnn~u~nnawuwh‘uwwwh‘wnunnnnnunnnnnnu~i-u-ti-u-t~i-u-ti-u-t~u~i-u-ti-u-t~u~i-u-tnaawwuwuh‘h‘wh‘uuunn~u~nnnh~u~nnnn~u
igure The Virtual Appliance

LR LR RERERERERLRERLERLERRRERLER] € O e ek e e ek el e e el b e e e e e e e e e e e e e e

w [1]1 Help

w [Z21] play if iguration

[11]1 Update Ommnil eh Se sol. certificate
[12]1 Enable-D hle ithentication

- - - - - - - oo e e

Help
Show Cur

used to connect to the corporate network (e.g., 10.255.255.0/24).

* Conf igure Route =
Help
Show Current Routes
Add Route w4
Del Route w4

EEEEEE

input sk: 5 59.255.
e input gateway: 192.1
Would you like to add a route:
subnet: 18.255.255.8
netmask: £55.255.255.8
gateway: 192.168.71.1
[yinl C(yd:
-onf iguration has been set
s [Enter] to continue

4. Select 2 - Show Current Routes to review the configuration.

58 Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

D L e L L L L L L e L L L L L L L e e

» Conf igure Route

Help

Show Current Routes
* [3]1 Add Route 4
» [4]1 Del Route 4
» [B]1 Exit

il ikl aa a R aiaiaiaiaialalalaaan a s B d n e S s S S S s s S a2

(%) Type your option:
Current routes:

-

Route Route 1: 18.255.255.8,255.255.255.8 via 192.168.71.1

Upgrading the VPN VA

The sections below detail upgrading the VPN on VMware and Hyper-V.

Upgrading on VMware

This section documents an example of upgrading on VMware from version 4.5.1.17 to0 4.5.1.20.
Details are shown on VMWare. The steps are the same for later upgrades. The following

summarizes the process of upgrading a VPN VA.

e Power off the VA.
o Deploy new OVF template.

e Copy the OS virtual disk file to the location of current VA.

e Remove (0,0) IDE disk from the VA.

¢ Recreate the disk with new copied virtual disk file.

e Power on the VA.

1. Power off the existing VA (e.g., RAP-VPN_b17).

R
3Centerl
Alcatel
i Cluster101
[, 10.255.214.131
B 10.255.214.211
Bl & ResourcePool-1
s AP-SIM-1_160
G AP-SIM-3_145
& OV_433GA->441GA_160
1 Ov_d41_b58_155h1
Gh Ov_451_bi7_150h1
3 OV_451_b27-31-34-41-44_155n1
3 OV_451_b34_1455
s OV-140H1-44R2-bSD-Ver
G OVE_451_b21_150h1
(3 ALE-SLAB-AD
&1 IxChariot 9.6
Gh Kali-Linux_Cent0S
Gh Kali-Linux_Ubuntu-16.4
G Kali-Linux-2
G Kali-Linux-3_Debian
s Ov-185 AT
{3 | RAP-VPN_b17
B Server165_RAP-net
£ Server50
G Win7-DonotDelete
8 Win7-Tv-75

RAP-VPN_b17

Getting Started

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines

Basic Tasks

Power Off the virtual machine
i Suspend the virtual machine

5 Edit virtual machine settings

Deploy a new OVF template using the new version files.
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[+ Deploy OVF Template

OVF Template Details
Verify OVF template details.

Source
OVF Template Details _
End User License Agreement B . DT R R
F-Jame.and Location Version: 4.5.1.90
Host | Cluster
Resource Pool Vendor: Alcatel-Lucent Enterprise
Disk Format
Ready to Complete Publisher: Mo certificate present

Download size: Unknown

Size on disk: Unknown (thin provisioned)
5.0 GB (thick provisioned)
Description: AlcatelLucent Enterprise Omnivista VPN Server

ST

Ready to Complete
Are these the options you want to use?

Source

OVF Template Details When you dick Finish, the deployment task wil be started.
End User License Agreement | Deployment settings:
lzme 2nd Location OVFfile: Y:\5LablOViSoftware\RAPIVPN-VA\b20 ovn mse-vpn-45.L..
Host / Cluster Download size: Unknown
B size ondigk: Unknown
Storage
Disk Format Name: RAP-VPN_b20
Metwork Mapping Folder DataCenterl
Ready to Complete HostfCluster Cluster101
Specific Host: 10.255.214.211
Datastore: 51223
Disk provisioning: Thin Provision
Network Mapping: "Metwork Interface 1" to "RAP-HQ_3970"
Network Mapping: "Null" to "HAN-2000"

I Power on after deployment

[~ Deploying RAP-VPN_b20 _Zlx

: _- Deployment Completed Successfully - IEI |i

Deploying RAP-WPN_h20

Deploying disk 1 of 2 from Deploying RAP-VPN_b20
¥:\5Lab\OV\Software \RAPYWPN-VA'b20\ovnmse-vpn-4. 5. 1. 20-disk00 1.
vmdk

Completed Successfully

[ oo ]

£

™ Close this dialog when completed

2. Copy the OS virtual disk file to the location of current VA (RAP-VPN_b17). On VMWare web
client, click "Datastore browser".
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vmware ESXi

(<1 virtual Machines
~ ] Storage
Monitor
More storage...

€3 Networking

sL223

Type: NFS
Location:

Hosts: 1

Virtual Machines: 12

°Ef Navigator 4@ S1L223
~ [ Host
Manage 57 Registera Vi {3 Datastore browser | @ Refresh | &£F Actions
WMonitor

fvmfsivolumes/3565a830-6ec5d6Ec

In the Datastore browser, highlight the upgrade file (e.g., RAP-VPN_b20.VMDK).

\3 Datastore browser

f Upload [% Download [5G} Delete [ Move [[%Copy {7 Create direclory | (& Refresh

B Host01-HD E
£ NoD12

£ 51222

| OV-140h2-142-test E 3 RAP-VPN_b20_1vmdk

| OV-140H2-44R2-D...

RAP-VPN_b20.vmdk
196 GB

Thursday, April 09, 202..

RAP-VPN_b20.vmsd

| OV-141H1-451-b15_
51 RAP-VPN_b20.vmix
RAP-VPM_b20.vmuxf

| OV-185_AT
| OVE_161_44R1_b43
| OVE_451_b21_15.

| OVE_451_b21_15...
| OVE-45R01_b12_

| OVE170_44R2_bui.
| RAP-VPN_b17

L]

| Server165

| Servers0

1 Ucopia2

| Win7

E [5L223] RAP-VPN_b20/RAP-YPN_b20.vmdk

Click “Move” and select the destination folder (e.g., RAP-VPN_b17).

(5 select destination
B Host01-HD

B NoD12

B sL222

Verify the move.

=

| OV-185_AT
| OVE_161_44R1_bd3
| OVE_451_b21_15...
| OVE_451_b21_15...
| OVE-45R01_b12_...
| OVE170_44R2_bui...

@ RAP-VPN_b17
| RAP-VPM_D20

61

2 = rapvPN_b17_1v.. A
RAP-VPN_b17-ded...
RAP-VPM_b17.nvram

2 RAP-VPN_b17.ymdk
RAPVPN_b17.ymsd

E1 RAP-VPN_b17.umx
RAP-VPN_bA7.ymx...
RAP-VPN_bA7.vmyf
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{2 Datastore browser
4 Upload [% Download [5} Delete [ Move L[4 Copy [ Create directory | (& Refresh
B Hosto1-HD B 221 OV-140h2-142-4est =] 3 RAP-VPN_p17_1vmdk 5| =
E noD12 £ OV-140H2-44R2-b.. RAP-VPN_b17-ded4eb9b.vswp g
H sL222 £ OV-141H1-451-b15. RAP-VPN_b17.nvram RAP-VPN_b20 vmdk
&3 OW185_AT 32 RAP-VPN_b17 vmdk Thursda;, isrﬁig, 202..
1 OVE_161_44R1_b4d3 RAP-VPN_b17 vmsd
1 OVE_451_b21_15.. (51 RAP-VPN_B17 vmx
1 OVE_451_b21_15. RAP-VPN_b17.vmilck
1 OVE-45R01_b12_ RAP-VPN_b17 wmxf
1 OVE170_44R2_bui..
i RAP-VPN_b17 vmware.log
2 RAP-VPN_b20 Vvmx-RAP-VPN_b17-3738495899-1.vswp
.1 Server165
1 Servers0
1 Ucopia2
EI £ Win7 ﬂ _Hﬂ
B 15L223] RAP-VPN_b17/RAP-VPN_b20 vmdk

3. Remove Hard Disk 1, (0,0) IDE disk from the current VA. In vSphere Web Client, edit the

existing VA, remove HD1 and click OK.

{31 RAP-VPH_b17 - Edit Settings

Virtual Hardware | VM Options | SDRS Rules | vapp Options |

» [ video card
» g VNCI device

» Other Devices

» @ cru [a BK)

e T

+ (2 Hard disk 1 Device will be removed [] Delete files from datastore
» (3 Hard disk 2 1 Sles |+

» [ Network adapler 1 ¥ Connect
» [l Network adapter 2 [ Connect
» i Network adapter 3 ¥ Connect
» [l Network adapter 4 [ Connect
+ B UsB controller UsB20

[Speciycustom settings | =

New device

Compatibility: ESXi 5.5 and later {YM version 10)

—— Select— |- Add

oK

| cancel

4. Recreate the disk with new copied virtual disk file, "RAP-VPN_b20.vmdk". New device >>

Existing Hard Disk>> Add.
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(31 RAP-VPN_b17 - Edit Settings

F Il LFU * I -
» W Memary | 4096 |v| | mB |v|

» (2 Hard disk 1 1 “(es |+

» [ Metwork adapter 1 | RAP-HQ_3970 |~ | ¥ connect...

» [EE Metwork adapter 2 | HAN-2000 |~ | ¥ connect...

» [ Network adapter2 | RAP-HO-to-H-Care | » | M Connect..

» [ Network adapter 4 | OV-NMS_SLAB_255 |~ | ¥ connect...

+ (=3 USB controller UsB2.0

» [H video card | Specify custom settings | |

b 52 VMCI device

» Other Devices

Mew device: e R
ew device | ) Existing Hard Disk |v| Add -

4 H L3

Compatibility: ESXi 5.5 and later (VM version 10} OK Cancel

a. Select the virtual hard disk file (e.g., RAP-VPN_b20.vmdk):

Select File L%
Datastores Contents Information

b []Semnvers0 * = RAP-VPN_b17_1.vmdk Mame: RAP-VPMN_b20w...

» [JAP-SIM-3 B RAP-VPN_b20vmdk Size: 1.96 GB

» F5erver165 B RAP-VPN_b17vmdk Modified: 4972020 2:22 PM

Bl RAP-VPN_b17

b E10OV-140H2-44R2-b50-ve

b E10OV-141H1-451-b15-14C

» CJOV-185_AT

» [ Kali-Linux-3_Debian

» CJOVE-45R01_b12_Mew

» [ RAP-VPN_b20

b E10OV-140H1-44R2-b50-V¢

» CJOVE_451_b21_150h1

» EJAP-SIM-1_1

» £10V_451_b16_1455 -

File Type: | Compaiible Virtual Disks(*vmdk, *.dsk, *.raw) |+]

Ok Cancel

5. Power on the VA.

Aucti RAP-WPN_b17
5 RAP-VPM_| b2ﬂ ons- 1

6 Servers0

]

,_-,D.ov-ms AT . L
RAP-VPN I:ITT I » Hard disk 1 £

Sh win7-NnnatNe

Be patient, it will take some time for all of the services to come up.
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Upgrading on Hyper-V

1. Shutdown the VPN server from the VPN VA menu.

E3 OmniVista-VPN-45.1 on SERVER171 - Virtual Machine Connection

File Action Media Clipboard View Help

DO O nm |

Maintenance

< UPN Status

< Reboot

< Shutdown

< Advanced shell

< Collect log files
< Exit

AP

prrry
L add
EeS e add
P dd
P
prrry
Py
EeS e add
P dd
P
prrry
Py
EeS e add
P dd
P
prrry
Py
EeS e add
P dd
prorer
prrry
Py
EeS e add
P dd
prorer
prrry
Py
L add
P dd
prorer
prrry
Py
L add
P dd
prorer
P
Py
L add
P dd
prorer
P
Py
L add
EeS e add
prorer
P
Py
L add

VAP PL RIS LI LIS P I LTI EPI LI LIS EII LTI EPL LTI LIS PP LTI E P LTI LIS EII LTI E P I LTI LIS E I LTI EPL LTI IR PP LTI E P LTI EL ISP LIPS EA LAY
R Iy
B N I T It
/A f PP LIEILLL LIS ELES LI ESLLEL LI ELLELLLEELLLESEGELLESELLLLEILLELELELLELLLEELLLESELEALESELELLELLLELELELELLESEEELLESELEALLELSLLLLEELELE L2 S22

2. Extract the new VPN VA files.

MName | Date modified Type Size
hyperv 9/3/2020 2:35PM File folder
|| ovnmse-vpn-4.5.2.5.mf 9/9/2020 2:35PM MF File 1KB
£ ovnmse-vpn-4.5.2.5.0vf 9/3/2020 2:35PM OVF File 29KB
% ovnmse-vpn-4, 5, 2, 5-disk00 1, vmdk 9/3/2020 2:35PM WMware virtual disk ... 733,200 KB
% ownmse-vpn-4. 5.2, 5-disk002. vmdk 9/9/2020 2:35PM WMware virtual disk ... 101KE
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3. Copy the OS virtual disk file from folder new VPN_VA\hyperv\Virtual Hard Disks to the
location of the current VA (OmniVista-VPN-4.5.1).

I 4 = | Manage Virtual Hard Disks — O x
Home Share View Disc Image Tools o
=N ] &4 cut B x iﬁ I New item ~ |ﬂ_ ' Open ~ [ selectal
Ll—] | Copy path « -"_'] Easy access ™ Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename MNew Properties
access 7| Paste shortcut tor tor - folder - DD Invert selection
Clipboard Organize New Open Select
« v 4 » ThisPC » Local Disk (C:) » build » vpn-va-4.5.1.21 » hyperv » Virtual Hard Disks v & Search Virtual Hard Disks pe)
[ Desktop ~ Name Date modified Type Size
* Downloads = OvNmMse-vpn-4.5.1.21-disk001 Hard Disk Image F... 21
= Documents = Ovimse-vpn-4.5.1.21-disk002 Hard Disk Image F... 20,
= Pictures
4.3R3

apache-jmeter-3.1.1
Systern32
Virtual hard disks

[ I [ P

To the location of the current VA.

F Ha Sha Vie Disc Imaae Tool i
u .e e Ic |sc ools

Ll_._l -_‘ h Cu < B x ﬁl 7 New item ~ Iﬂ ' Open ~ [ selectal

| Copy path T | Easy access ~ Edit Select none
Pin to Quick Copy Paste Maove Copy Delete Rename MNew Properties
access 7] Paste shorteut tor to- - folder @ £ Invert selection
Clipboard Organize New Open Select
<« > 4 <« Users » Public » Public Documents » Hyper-V » Virtual hard disks » VPN_Upgrade L] Search VPN_Upgrade y=l
~

[ Desktop ~ Mame Date modified Type Size

& Downloads = ovnmse-vpn-4.5.1.21-diskD01 Hard Disk Image F... 2,144,780 KB

|z Decuments s ovnmse-vpn-4.3.1.21-diskD02 Hard Disk Image F...

&= Pictures - ovnmse-vpn-4.5.2.5-disk001 Hard Disk Image F...

4.5R3

apache-jmeter-3.1.1
System32
Virtual hard disks
& ThisPC
_J 3D Objects
[ Desktop
|| Documents

‘ Downloads
b Music

4. Edit the existing VA. Select the Virtual hard disk radio button. Click on the Browse button to
browse hard disk 1 to locate the new OS hard disk image, then click on the Apply button.

65 Part No. 060714-00, Rev. A



OmniVista 4.5R2 Remote Access Point and VPN VA Installation Guide

EE] Settings for OmniVista-YPM-4.5.1 on SERVERTT1 -

OmniVista-VPN-4.5.1 “ 4 p D
# Hardware (] = Hard Drive
!" Add Hardware
3 BIOS You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from CO operating system is installed on this disk, changing the attachment might prevent the
ootirom i virtual machine from starting.
W# Memory .
1024 MB Controller: Location:
[ processor IDE Controller 0 ~ | |0 (inuse) w
4 Virtual processors Media
= [ 1DE Controller 0 You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
Hard Drive by editing the assodated file, Specfy the full path to the file.
-
_ ovnmse-vpn-4.5.2.5-dis... @ Virtual hard disk:
= B IDE Contraller 1
DVD Drive Ints‘lHyper-\.l"l,\-'irt..laI hard disks\WPN_Upgrade\ovnmse-vpn-4.5.2, S-disk[l[ll.vhdl
- MNone :
i Mew Edit Inspect Browse...
= &l 5c51 Controller
= Hard Drive ysical na
ovnmse-vpn-4, 5, 1, 21-disk...
4 Etho
NIC Teaming o If the physical hard disk you want to use is not listed, make sure that the
I Etht disk is offline. Use Disk Management an the physical computer to manage
NIC Teaming physical hard disks.
4 Ethz . ) ) e )
NIC Teaming To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
- delete the associated file.
& comi
Mone Remaove
& comz
Maone
=) Diskette Drive
Maone
# Management
|ﬁ Mame
OmniVista-VPN-4. 5.1
D Integration Services
Some services offered w
Cancel Apply

5. Restart the VA.
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D@0 n Ik

Main Menu

< Network Routes

< Network Services...

< Network Settings...

< UPN Endpoints...

< Up Settings...

< Maintenance...

< Apply Conf iguration Changes

< Logout

VAP EEI LIS EI IS LIS LI LS LI LS LI L P E P E P AL L P LS LI LS LI LS L LS LI LS L E PSPPI AL LIS PP L AL A S
VAP RPI LIS EI IS LI LS LI LS LIS LI L P E P E P LI AL LI LS LI LS L LS L LS L E PP P AL E AL AL A S
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Basic Troubleshooting Checklist
o If the AP Management VPN Tunnel is down:

Check if tunnel interface was created using command “wg” on VPN VA (we assume
we cannot action this command on RAP because it is not reachable).

Verify that the AP’s IP Address is present in the VPN.conf file imported to VPN-VA.

Verify that the firewall is not blocking traffic in both ways (from outside company,
from VPN-VA).

o If the AP Management VPN Tunnel is UP but AP is not registered in OV:

Check if you can ping the AP’s IP Address from OV.

Check if you have configured the static route on OV for AP wgO IP subnets.

e |f AP Data VPN Tunnel is down:

Check if the tunnel interface was created by using command “wg” on VPN VA and on
RAP. At this stage, the VPN config must be pushed to AP in
/tmp/config/datavpn.conf.

Check the Data VPN Server is mapped to respective AP Group.
check if the AP has received IP on wg1 interface with command “ifconfig wg1”.
Check that the IP Address is present in the Data-VPN.conf file imported to VPN-VA.
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o Verify that the firewall is not blocking traffic in both ways (from outside company,
from VPN-VA).

If both tunnels are UP but client does not get DHCP lease:

e Check if the client is present in the AP association list with command “ssudo sta_list”
and he mapped to the tunnel ID of the Data VPN Server, command “brctl show”
could be action to have additional information (athOx interface must be associated to
br-g1 interface).

e Check if the Client's MAC Address is learnt on the corporate access switch where we
bridge the traffic.

o Check the switch config for DHCP replay (ip helper, dhcp-snooping).

If client is not able to access LAN network:

o Client is not able to ping any device or gateway within same subnet. Make sure that
Promiscuous Mode is enabled and set to “Accept” on the vswitch (by default this is
set to reject).

¢ Promiscuous Mode is enabled but it is not working. Check if the Override checkbox
is disabled. If enabled ensure the setting is set to “Accept”.

Useful Logs and Commands

Collect VPN VA logs from VA menu.

Collect RAP logs from OmniVista (OVE or OVC) -> Administration -> Audit -> Collect
Support Info.

Check if RAP received DATA Management config files from OV Cirrus.
e cat /etc/config/rap.conf

Check if RAP received DATA VPN config files from OVE or OVC.
e cat /var/config/datavpn.conf

Check the sta_list, wg show and ip -d link command outputs.

For sta_list output, check the TUNNELID and FARENDIP of the VPN VA Server.
STA_MAC IPv4 IPv6 OnlineTime
b0:72:bf:d0:63:de 172.28.1.51 fe80::8389:64ed:fbd4:e730 8

RX X FREQ AUTH Final_role VLANID TUNNELID FARENDIP
4237 5860 5GHz PSK _ RAP3 0 0 DVPN-132
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For wg show check the public key, listening port, peer endpoint, allowed ips, the time
since handshake and that transfer and received are incrementing.

root@AP-D2:00_RAP2:~# wg show

interface: wg0
public key: BOpBbWqvxFKEZ8gAVJACaVY4Lp5d6cKSK5y1+QHO5i4=
private key: (hidden)
listening port: 58161

peer: hfochhiCJHOZz5UMh1BVbvDfWqRICpgwm71106Jh1Ql=
endpoint: 198.206.185.132:9093
allowed ips: 172.16.198.254/32, 172.20.0.155/32
latest handshake: 3 seconds ago
transfer: 267.09 KiB received, 625.22 KiB sent

persistent keepalive: every 5 seconds

For ip -d link check that the interfaces gre0, gretap0, wgO0 are present with an MTU
lower than 1500.

root@AP-D2:00_RAP2:~# ip -d link

gre0@NONE: <NOARP> mtu 1476 qdisc noop state DOWN mode DEFAULT group
default

link/gre 0.0.0.0 brd 0.0.0.0 promiscuity 0
gre remote any local any ttl inherit nopmtudisc

gretap0@NONE: <BROADCAST,MULTICAST> mtu 1462 qdisc noop state DOWN
mode DEFAULT group default glen 1000

link/ether 00:00:00:00:00:00 brd ff.ff.ff.ff.ff.ff promiscuity 0

gretap remote any local any ttl inherit nopmtudisc

wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc noqueue state
UNKNOWN mode DEFAULT group default

link/none promiscuity 0

wireguard
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Local Breakout Troubleshooting

The following scenarios may be encountered when enabling the Local Breakout function if
certain configurations are incorrect.

AP May Get Improper DNS Server IP Address

Problem Description: After enabling Local Breakout, an AP will get an IP address from
Corporate HQ, which also contains the DNS server IP. This DNS server IP will cause problems
with the AP.

Example:

An AP powers up, gets its IP address and DNS Server IP address “A” from its local network,
and registers with OVC. The AP gets the Data VPN configuration with Local Breakout enabled
from OVC, and the AP gets its IP address and DNS Server IP address “B” from the Corporate
HQ via data tunnel.

At this moment, the AP has two DNS Server IP addresses - A and B. When the AP tries to
access OVC'FQDN, it will randomly use DNS Server A or B. If DNS Server B cannot resolve
OVC'FQDN, the AP will be down in OVC.

Solution:

Configure the correct Corporate HQ DNS Server.

Client May Get Improper DNS Server IP Address

Problem Description: After enabling Local breakout, a client will get its IP address from
Corporate HQ which also contains a DNS Server IP address. The DNS Server IP may affect the
client Internet access speed.

Example 1:

A client gets its IP address (e.g.,192.168.41.10/24) and DNS Server IP address (e.g.,
192.168.10.177/24 from Corporate HQ. The Local Breakout configuration contains route
192.168.10.0/24. When a client attempts to access youtube.com, it first must send a DNS
request, then then DNS request could be forwarded to Corporate HQ via tunnel.

Example 2:

A client gets its IP address (e.g., 192.168.41.10/24, and DNS Server IP address (e.g.,
192.168.10.177/24 from Corporate HQ. The Local Breakout configuration does not contain route
192.168.10.0/24. When the client attempts to access youtube.com, it must first send a DNS
request to the AP's local network. If there is a DNS Server with IP 192.168.10.177 and it cannot
be found, the client will fail to access the website.

Example 3:

A client gets its IP address (e.g., 92.168.41.10/24) and DNS Server IP address (e.g.,
219.141.136.10) from Corporate HQ.

The DNS IP address is from a network operator in China. There are three network operators;
and if your local network is from network operator A, the client can send a DNS request to the
DNS Server belonging to network operator B, but it would be slow.

If the client's local network is from network operator A, but it gets the DNS Server IP address
belonging network operator B (assume that 219.141.136.10 belongs to network operator B),
when the client attempts to access youtube.com or any other URL, it will be slow.
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Solution:

Configure the correct DNS Server from Corporate HQ; the client needs to configure its DNS
Server.

AP May Disconnect with its Local Network

Problem Description: After enabling Local breakout, the AP controls client traffic based on a
static route configured with Local Breakout, but the AP traffic packet is also controlled by a static
route.

Example:

The Local Breakout configuration contains route 192.168.10.0/24, but there is also subnet -
192.168.10.0/24 within AP's local network. If the AP attempts to access to 192.168.10.100,
which is contained in AP's local network, it will fail because the packet will be forward to the
tunnel and sent to Corporate HQ.

Solution:

Caution must be taken when configuring the Local Breakout to avoid overlap with the AP’s local
network.
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